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1
Decision/action requested

The group is asked to approve the proposal.
2
References

[1]
3GPP TR 28.809 v1.1.0: “Study on enhancement of Management Data Analytics (MDA)”

3
Rationale

This contribution clarifies the fact that MDAS should only provide reports on alarm malfunction analysis. MDAS should not acknowledge or clear any alarms.
4
Detailed proposal

This contribution proposes to make the following changes in [1].

	1st change


6.4.3
Alarm malfunction analytics 

6.4.3.1
Use case

Fault management involves a large amount of alarms at different levels, which are inter-related based on topology and logical paradigms. Hence, a single cause may trigger several alarms across multiple domains. To identify the root cause, alarm correlation is adopted leveraging also the benefits of historical data and performance measurements. 

However, a major assumption in alarm correlation is the fact that the source(s) of the corresponding alarm(s) are not malfunctioning, i.e. producing false alarms. In fact, there are cases where alarms are triggered in situations where there is no need, (i.e. false positive alarms), as well as cases where no alarm is triggered although it should have been triggered, i.e. false negative alarms. Also, there are cases where an alarm malfunction is caused, e.g. by operational errors, device malfunctions, manmade interruptions, etc., and in different stages, e.g. during proceed alarm subscription, generate alarm, generate alarm notification, report alarm, proceed alarm acknowledge or clear, etc. 

To resolve the problem of alarm malfunction, the MDAS producer can assess the risk of a faulty alarm, recommending methods to suppress other related alarms if a faulty alarm is identified in order to avoid large amounts of alarms, which may overload the network. The MDAS producer may correlate alarms and performance measurements in order to check or predict the consistency, e.g. an alarm of abnormal handover failures towards a specific cell need to be consistent with the number of newly residing users within a certain time window. In addition, certain performance measurements need to be consistent, e.g. reports on high mobility towards a specific cell need to be consistent with the user density of that cell. Otherwise, a malfunction risk exists, which needs to be analysed via the corresponding MDAS producer. Such a consistency check can also take place across different automation levels, e.g. considering NE level and domain level or domain level and cross-domain level. 

The MDAS producer shall analyse the malfunction issue to identify the root case and recover erroneous data based on historical data in conjunction with “neighboring” data, using e.g. missing value estimation mechanisms. In addition, to track down malfunction across different automation levels, the source of alarms needs to be visible across different automation levels, e.g. via the means of meta-data, to enable backtracking.  

6.4.3.2
Potential requirements

REQ-ALR_MUL -1
The MDAS producer should have a capability to provide the analytics report describing alarm malfunction analytics information to authorized consumers.
REQ-ALR_MUL -2
The analytics report describing alarm malfunction information should contain the following information:

-  
the alarm malfunction incident ID;
- 
the location related to the alarm malfunction or faulty performance measurement(s);

-
the affected object(s) related to malfunction alarm or faulty performance measurement(s);

-
the time period(s) related to malfunction alarm or faulty performance measurement(s);

-
the root cause that identifies the source malfunction alarm or the source faulty performance measurement(s);

-
recommended actions involving malfunction alarm isolation and potential data recovery based on history data and “neighboring” data.

6.4.3.3
Possible solutions

6.4.3.3.1

Solution description
For this Solution, MDAS producer provides information related to the assessment of alarm malfunctions to identify the type of malfunction, location, management objects and recommendation actions, e.g. to supress false alarms and recover erroneous data.   
6.4.3.3.2

Data required

The following data is required to do the required analysis.

	Data category
	Required data

	Alarm Data
	Fault supervision data report services as defined in TS 28.545 [22].  

	Service Data
	S-NSSAI as defined in clause 5.15.2, TS 23.501 [13]. 

	Performance Measurements

	Performance Measurements for gNB (TS 28.552 [8])

-    Radio resource utilization (UL/DL), total/available/used PRBs

-    RRC mean/max number of connections

-    PDU session management, mean/max request/successful/failed to set up 

-  Inter/intra-gNB mobility, number of request/successful /failed preparations,  resource availability, executions, failed

-    TB/DRB/CQI/QoS flow related measurements

Performance Measurements for 5GC (TS 28.552 [8])

-    Number of UEs/periodic registration updates (AMF)

-    Number of service requests (AMF)

-    Mobility related measurements (AMF)

-    Session management, number of PDU sessions/modifications/QoS flows (request, successful, failed) (SMF)

-    Performance measurements N4 (SMF) 

-    N4/N6/N9 measurements traffic volume, link usage, packet loss (UPF)

-    QoS flow related measurements (UPF)

E2E KPIs (TS 28.554 [7])

-    Registered subscribers (AMF)

-    Upstream/downstream throughput for network and NSI

-    QoS flow/DRB retainability 



	Configuration Data

	NRM attributes affecting the NF resource allocation and configuration

NRM update reports (notification and log) containing the creation or changes of the MOIs affecting the NFs

	
	

	Network Topology 
	Topology of the network  


6.4.3.3.3

Analytics report

The network congestion analytics report contains the following information.

	Information
	Description

	Incident Identifier
	Identifier that indicates the incident e.g. alarm malfunction, faulty performance measurement, etc. 

	Location
	Affected geographical location related to e.g. malfunction alarm or faulty performance measurement, etc.

	Affected Objects
	NF, MnS, PDU session, QoS Flow, Slice, etc.

	Start/Stop Time
	Starts/stop time of the malfunction issue

	Root Cause 
	The source alarm or performance measurements related to the identified malfunction.

	Severity Level
	The severity level (e.g. critical, medium, not important) of the malfunction

	Recommended Actions

	Recommendation actions to resolve malfunction issues:

-    Isolate/terminate malfunction e.g. alarm or performance measurement, etc. 

-    Suppress alarms triggered by a faulty alarm.  

-    Recover erroneous data based on “neighbor” data. 


6.4.3.4
Evaluation

The solution described in clause 6.4.3.3.1 requires the analytics inputs as described in clause 6.4.3.3.2, wherein

-
the alarm data and S-NSSAI can be provided along with PMs and NRM data.

-
input PM for gNB and 5C are specified in TS 28.552 [8].

-
input E2E KPIs are specified in TS 28.554 [7].

-
input network topology, provision operations and configuration data can be reflected by the NRMs defined in TS 28.541 [20].

With these analytics inputs which are already defined or accessible, the analytics output as described in 6.4.3.3.3 can be derived.

Therefore, this solution is a feasible candidate for alarm malfunction analytics.
	End of changes


